Introduction
The main goal of this work is to revise the notion of boolean differential operator introducing some new important properties. This concept is based on the notion of boolean derivative and boolean differential equations ( [12, 13] ) that have several applications in different scientific branches.
Although the notion of boolean differential operator has been tackled from algebraic ( [3] ) and logical ( [16] ) points of view, its interpretation in terms of multivariate boolean calculus has not been completely considered. This is precisely the mail goal of this work. Specifically, the main contributions of this work are the following: the notion of boolean differential operator on the set of boolean functions is introduced, its expression in terms of partial boolean derivatives is explicitly shown, and an upper bound for the degree of a boolean differential operator is given. Moreover, the notion of boolean differential operator associated with the directional derivative is presented and some properties are shown. Finally, the concept of vectorial boolean operator is defined and the basic properties are stated.
The rest of the paper is organized as follows: in section 2 the mathematical background on boolean functions is introduced; the derivative of boolean functions and the main properties are presented in section 3; finally, in section 4 the notion of boolean differential operator is introduced based both on boolean derivative and directional derivative, and some new properties are shown. Moreover, some examples as boolean gradient and boolean curl are explicitly shown.
Mathematical background
In what follows, the basic theory of boolean functions is introduced. For a more detailed discussion about this topic, we refer the reader to [6] .
Let F n 2 be the n th dimensional vector space over the Galois field F 2 = {0, 1} , and set {e 1 , . . . , e n } its * Correspondence: delrey@usal.es 2010 AMS Mathematics Subject Classification: Primary 06E99; Secondary 94C10 standard basis, that is:
For any two vectors x = (x 1 , . . . , x n ) ∈ F n 2 and y = (y 1 , . . . , y n ) ∈ F n 2 , we recall the following three basic operations:
• Scalar product:
• Hadamard product:
An n -variable boolean function is a map of the form f : F n 2 → F 2 . The set of all n -variable boolean functions is denoted by BF n and its cardinality is |BF n | = 2 
where
, is called the truth table of f . Note that, for 1 ≤ i ≤ 2 n − 1 , v i is the binary representation of i , written as a vector of length n .
The Hamming weight of a vector
is denoted by wt (x) and it is defined as the number of its nonzero coordinates. Moreover, the Hamming weight of an n-variable boolean function f is defined as
that is, it is the cardinality of its support. An n -variable boolean function f is said to be balanced if wt (f ) = 2 n−1 , i.e if the number of 1's are equal to the number of 0's of its truth table.
The Hamming distance between two boolean functions f,
The usual representation of a boolean function f is by means of its algebraic normal form (ANF for short) which is the n-variable polynomial representation over F 2 , that is
where a 0 , a i1...i k ∈ F 2 . Let deg (f ) be the degree of the ANF, which is the algebraic degree of the function.
The simplest boolean functions considering their ANF are the affine boolean functions:
. . , a n ∈ F 2 . If a 0 = 0 , we have the linear boolean functions and each of them is denoted by l a (x) with a = (a 1 , . . . , a n ) ∈ F 
The n -variable boolean functions f 1 , . . . , f m are called the coordinate functions of F . When the numbers m and n are not given, the (n, m)-boolean functions are also called multioutput boolean functions or S -boxes.
The set of all (n, m) -boolean functions is denoted by BF n,m and its cardinality is |BF n,m | = ( 2 that an n -variable boolean function is a particular case of a (n, m) -boolean function when m = 1 , that is,
Moreover, the Hadamard product of F and G is another vectorial boolean function
.
The derivative of a boolean function

Definition and some interesting results
The notion of boolean derivative was introduced by Reed (see [12] ) as a tool for constructing a decoding method for a class of error-correcting codes. Furthermore, this concept has also been used for example in the design of properties that boolean functions must satisfy for cryptographic applications (see [6] ), for stack filters and image processing (see [1, 7] ), to develop a new order parameter for the random boolean network phase transition (see [8] ), or for simulations of cellular automata (see [2] ). It is defined as follows (see, for example, [14] ):
Definition 1 The partial derivative of an n-variable boolean function f with respect to the i -th variable x i is another n -variable boolean function defined as follows:
This definition allows one to state a derivation rule similar to the derivation rule for multivariate polynomials over real numbers (see [11] ): Note that for the sake of simplicity we set x ⊕ x i e i = (x 1 , . . . , x i , . . . , x n ) .
Lemma 2 Let f be an n-variable boolean function whose ANF expression is given in (4). Then for each variable
x i it is f (x) = g i (x ⊕ x i e i ) ⊕ x i h i (x ⊕ x i e i ) ,(8)
Proposition 3 [11] Let f be an n -variable boolean function. Then
Proof By definition,
, and taking into account the last lemma, it yields 
then, as simple computations show,
The composition of partial derivatives with respect to the i th and j th variables is defined as follows:
In this sense, it is easy to check that this composition commutes: 
Definition 7 [15] The hessian jacobian matrix of an n -variable boolean function f is the following boolean matrix:
It is easy to check that the hessian matrix of any boolean function is the null matrix.
We can extend the notion of partial derivative to directional derivative as follows (see [4] ):
Definition 8
The directional derivative of the n -variable boolean function f with respect to b ∈ F n 2 is another n -variable boolean function defined as follows:
As a consequence and for the sake of simplicity we take
In the following proposition, the relation between partial derivatives and directional derivatives is stated (see [11] ):
Proposition 9 Let f be an n -variable boolean function and set
Note that (24) yields
As a consequence, the following results hold:
Corollary 10 Taking into account Proposition 9 it is verified:
1. The directional derivative reduces the algebraic degree of the boolean function to be applied by, at least, one.
If k = n then
(D 1 • . . . • D n ) f (x) = ⊕ b∈F n 2 D b f (x) .(26)
If σ is a permutation of n elements, then
(D 1 • . . . • D n ) f (x) = ( D σ(1) • . . . • D σ(n) ) f (x) .(27)
The directional derivative can be given in terms of the composition of partial derivatives as follows:
D i1,...,i k f (x) = ⊕ 1≤l≤k j1<...<j l j1,...,j l ∈{i1,...,i k } (D j1 • . . . • D j l ) f (x) .(28)
Boolean differential operators
In this section the novel notion of differential boolean operator is introduced and its main properties are shown. Moreover, some examples are introduced and studied.
Boolean differential operators on BF n
Definitions and basic properties Definition 11 A boolean differential operator on BF n is a map acting on BF
such that 
Taking into account item 4 of Corollary 10, the expression of a boolean differential operator can be given in terms of the partial boolean derivatives. Consequently, the boolean differential operator whose explicit expression is
can be written as follows:
(34)
Example 13 Let us consider the boolean differential operator on BF
Since
A simple computation shows the following result:
Proof By definition
Then, taking into account item 1 of Corollary 10, the algebraic degree of D b f is as most k − 1 , and, consequently, the algebraic degree of the addend
Definition 15 The partial derivative with respect to the i-th variable defines the following boolean differential operator:
Moreover, the directional derivative with respect to b ∈ F n 2 defines the following boolean differential operator:
The differential operator D b satisfies the following properties:
If f and g are two n-variable boolean functions, then
2. If f is an n -variable boolean function and a ∈ F 2 , then
3. If f and g are two n-variable boolean functions, then 
4. It follows from Proposition 9.
2 As a consequence and taking into account the last result and equation (30) 
D (f · g) = D (f ) · D (g) (54) ⊕f · D (g) ⊕ g · D (f ) ⊕ ⊕ b,c∈F n 2 b̸ =c p b p c D b (f ) D c (g) .
Some examples of boolean differential operators Definition 18
The homogeneity boolean differential operator denoted by Θ is defined as follows:
Definition 19
The boolean divergence is the boolean differential operator denoted by div and defined in the following way:
Note that boolean divergence operator is a particular case of the homogeneity boolean differential operator when the coefficients of the partial derivatives are the nonzero constant boolean function. As is well known, elementary cellular automata (ECA for short) are a particular type of finite state machine where the evolution of states of the cells is governed by means of a 3 -variable boolean function (see [17] ). The boolean derivative of ECA has been extensively studied (see, for example, [2, 15] ) and also the cryptographic significance of its boolean divergence has been analyzed (see [9] ).
Definition 20
The boolean Laplacian is the boolean differential operator denoted by ∇ 2 and defined as follows:
As a simple calculus shows, ∇ 2 (f ) = 0 for every n -variable boolean function f . 
Example 21 Let f be the following 5 -variable boolean function:
f (x) = 1 ⊕ x 2 ⊕ x 3 ⊕ x 4 x 5 ⊕ x 1 x 3 x 4 x 5 ; (58) then its divergence is div (f ) = ⊕ 1≤i≤5 D i f (59) = x 4 ⊕ x 5 ⊕ x 1 x 3 x 4 ⊕ x 1 x 3 x 5 ⊕ x 1 x 4 x 5 ⊕ x 3 x 4 x 5 .
Vectorial boolean differential operators
Note that when m = q = 1 and n = p we obtain the boolean differential operators on BF n . Usually p = n and, consequently, this work deals with boolean differential operators from BF n,m to BF n,q .
If 
where D (i,k) are boolean differential operators (on BF m ) with 1 ≤ i, k ≤ m . Now suppose that
Example 23 Let D be the vectorial boolean differential operator from BF 3,2 to BF 3,2 defined as follows: If
If, for example, F = (x 1 ⊕ x 2 ⊕ x 3 , x 1 ⊕ x 3 ), then
We can generalize this notion to (n, n)-vectorial boolean functions with n ≥ 3 as follows:
Definition 28 Let F ∈ BF n,n with n ≥ 3. Its curl, curl (F ), is the (n, n) -boolean function curl (F ) : F n 2 → F n 2 , such that curl (F ) (x) = (R 1 (x) , . . . , R i (x) , . . . , R n (x)) ,
The curl of elementary cellular automata has been introduced in [10] .
